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Synopsis: 


NTP-O14 
CRINT-C 
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W / Se pye 
pba 1? E 
Full Investigation Initiated: 10/03/2011 


Details: The Albany division is opening | ereere b7E 
[itt investigate the activities o e captioned 


hacker groups. Albany has recently opened a CHS who is in a 
position to provide significant intelligence on the captioned 
groups. 


By way of background, Anonymous is a hacktivist group 
that originated in 2003 on the 4chan imageboard. In its early 
days, Anonymous members were a largely decentralized online group 
acting in a loosely coordinated manner. Starting in 2008, the 
group became associated with international hacktivism and has 
claimed responsibility for several computer intrusions and 
Distributed Denial of Service (DDoS) attacks. Some of the more | 
well known victims of attacks attributed to Anonymous include be 
Sony, Church of Scientology, and HBGary Federal. 


By way of background, Lulz Security (LulzSec) is a 
hacktivist group that has claimed responsibility for severa 
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computer intrusions and incidents of "doxing". "Doxing"” is the 
practice of releasing personal and confidential information about 
persons and organizations including contact information, 
biographical information, usernames, passwords, and other 
sensitive data. Some of LulzSec's targets have included Sony and 
various government and law enforcement organizations. 


In June 2011, Albany executed arrest and search 
warrants on an identified LulzSec member . This 
individual was residing in Albany's AOR and was actively 
participating in high profile intrusion activity attributed to 
Lulzsec. 


By way of background, BackTrace Security is a hacker 
group that spun off of Anonymous because they disagree with the 
current direction that Anonymous has taken. Backtrace Security 
does not believe in the political hacktivism activities that 
Anonymous has claimed responsibility for lately. One of the 
goals of Backtrace Security is to put an end to the current 
incarnation of Anonymous. Backtrace Security has also attempted 
to identify members of LulzSec and shut down their operations. 


has agreed to work with the 





is the second Albany CHS to be opened in the 
past year that has verified ties to identified hacker groups 
responsible for criminal computer intrusion ett RE 





as deemed appropriate by the case 


agent. 


It is requested that a case be opened and assigned to 
SA 
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Source ID 








Date: 10/07/2011 


Case Agent Name 


Field Office/Division: Albany 


Date of Contact: 1 


List all present s 
including yourself. 
(Do not include 
the CHS.): 

Type of Contact: e 


0/05/2011 


{ 


-Mail 


Date of Report: 10/05/2011 


Substantive Case File Number: 288A-AL-49289 7 TA 
Substantive Case File Number: 803I-AL-48481 


Source Reporting: The following information was provided via email by CHS between 09/20/2011 and 
10/05/2011. The information was volunteered by CHS. It was not the result of a 
tasking. The information was not specifically requested by the handling agent. The 
information was provided on a confidential basis prior to the admonishment of CHS: 








UNCLASSIFIED 


ib TD 








Signed by: 


& Click here to sign this section 


a Signed { a | View details i 
on Friday, October 07, 2011 5:20 PM (Eastern Daylight Time) 


4 Signed booo O ëO] View details 
on Tuesday, October 11, 2011 3:36 PM (Eastern Daylight Time) 


FD-1023 (07/24/2010) FEDERAL BUREAU OF INVESTIGATION 
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FD-1023 FEDERAL BUREAU OF INVESTIGATION 
CHS REPORTING DOCUMENT 
(07/24/2010) 


HEADER 


Date: 10/07/2011 


Field Office/Division: Alban 
Date of Contact: 09/22/2011 b6 


List all present S b7C 
including yourself. s b7D 
(Do not include 


the CHS.): 
Type of Contact: In Person 





Country: UNITED STATES 
City: 
. State: 
Date of Report: 09/22/2011 


Substantive Case File Number: 288A-AL-49289 r b 


Source Reporting: On 09/22/2011, after being advised of the identity of the interviewing agents and the 
nature of the interview, CHS provided the following: 
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p Sonea o| |, View tet 
on Tuesday, October 11, :46 PM (Eastern Daylight Time) 
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Signed by: 
& Click here to sign this section ; 
yy Signed E View details Be 
on Monday, November 28, 2011 2:05 PM (Eastern Daylight Time) DIC 
; . LL 


ay Signed by ___ View details 
on Tuesday, November 29, 2011 9:12 AM (Eastern Daylight Time) 
FD-1023 (07/24/2010) FEDERAL BUREAU OF INVESTIGATION 
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%& Click here to sign this section 


By Signed pf ë | View details 
on Friday, October 07, 2011 3:58 PM (Eastern Daylight Time) 


re Signed bf View details 
on Tuesday, October 11, 2011 3:48 PM (Eastern Daylight Time) 
FD-1023 (07/24/2010) FEDERAL BUREAU OF INVESTIGATION 
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HEADER 


Source ID] | 


Date: 10/07/2011 


Case Agent Name:[ OOOO E] 


Field Office/Division: Albany 





Date of Contact: 10/06/2011 m 
O 


List all present s| ë] is 


including yourself. b7D 
(Do not include 
the CHS.): 


Type of Contact: In Person 


Country: UNITED STATES 
City 
State 
Date of Report: 10/06/2011 


—_— 


Substantive Case File Number: 288A-AL-49289 ~ > 


Source Reporting: On 10/06/2011, after being advised of the identity of the interviewing agent and the 
nature of the interview, CHS provided the following: 


Signed by: 
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a Signed of __ View details — 
on Friday, October 07, 2011 3:59 PM (Eastern Daylight Time) 
wi Signed | View details f 
on Tuesday; ; 749 PM (Eastern Daylight Time) 
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FD-1023 (07/24/2010) FEDERAL BUREAU OF INVESTIGATION 
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FD-1023 FEDERAL BUREAU OF INVESTIGATION 
CHS REPORTING DOCUMENT 
(07/24/2010) 
HEADER 


Source 1D} | 


Date: 11/07/2011 
Case Agent Name: 


Field Office/Division: Albany 


Date of Contact: 11/04/2011. 


b6 
List all present sj E 


including yourself. b7D 
(Do not include 
the CHS.): 


Type of Contact: In Person 


Country: UNITED STATES 


City 
State 


Date of Report: 11/04/2011 


Substantive Case File Number: 288A-AL-49289 A, 


source Reporting: On 11/04/2011, CHS provided the following: 
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Signed by: 


& Click here to sign this section 


Signed byL__] View details 


on Monday, November 07, 2011 11:20 AM (Eastern Daylight Time) þé 
ay Signed byl View details 
on Monday, November 07, 11:30 AM (Eastern Daylight Time) f J XO) HA -UG3I ‘i 
FD-1023 (07/24/2010) FEDERAL BUREAU OF INVESTIGATION 
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FD-1023 FEDERAL BUREAU OF INVESTIGATION 
CHS REPORTING DOCUMENT 
(07/24/2010) 


HEADER 
Source IDL _________ _ ] 


Date: 02/08/2012 


CaseAgentName{ ] 


Field Office/Division: Albany 


dao E 


Date of Contact: 02/07/2012 








be 
List all present SA sare 
including yourself. | bID 
(Do not include 
the CHS.): 
Type of Contact: In Person 
Country: UNITED STATES 
City 
State 
Date of Report: 02/07/2012 
Substantive Case File Number: 288A-AL-49289 A 
Source Reporting: On 02/07/2012, CHS provided the following: 
b6 
PIG 
b7D 


Signed by: 


& Click here to sign this section 


34 Signed byl ea View details wE 
on Wednesday, February 08, 2012 10:10 AM (Eastern Daylight Time) ge 


x4 Signed pL View details 9 30 M- y a 3 G 7 7 


on Thursday, February 09, 2012 4:08 PM (Eastern Daylight Time) 
FD-1023 (07/24/2010) FEDERAL BUREAU OF INVESTIGATION 
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Source ID: 


UNCLASSIFIED 
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Date: 11/28/2011 
Case Agent Name 


Field Office/Division: Albany 


Suad) S 


Date of Contact: 11/24/2011 


List all present SA 
including yourself. 
(Do not include 
the CHS.): 


Type of Contact: e-Mail 


Date of Report: 11/24/2011 


2 SSAAL-4I2ET 
aa ae 


Substantive Case File Number 


Source Reporting: On 41/24/2011, CHS emailed S 
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HEADER 
| 
| Date: 10/07/2011 
CaseAgentName[ ] 
Field Office/Division: Albany 
Squad ie 
HTC 
p7 
Date of Contact: 09/29/2011 
List all present s 
including yourself. 
(Do not include 
the CHS.): 
Type of Contact: In Person 
Country: UNITED STATES 
City: 
State: 
Date of Report: 09/29/2011 
i þe 
P DE 
Substantive Case File Number: 288A-AL-49289 ~ 
Source Reporting: On 09/29/2011, sÀ het with CHS at his home. After being advised of the identity of 
the interviewing agent and the nature of the interview, CHS provided the following: 
b6 
b7C 
p? 
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